At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

There’s a very good chance you've heard of Minecraft. The block building phenomenon is, arguably, the
most beloved video game of all time which has managed to maintain its popularity since its first release
back in 2011. Nine years later, it still has a huge userbase of 112 million people playing the game every
month. Accessible to those 7+, Minecraft can be a gateway into a world of learning and exploration which
encourages players to use their imagination to build three-dimensional worlds with virtual building e 16 soperion

blocks. While Minecraft is considered relatively safe generally speaking, there are some safety precautions guardian required:
parents may want to consider before allowing their children loose on the game.

Whafparens need {o know abouf i

MINECRAFT ~

OPEN TO HACKING _ e RISK OF GRIEFING

Hackers can be a real problem in any online is when upsets player
game, including Minecraft. Some ] during the game Thls can be done by ruining somebody’s
individuals can access other people’s games ly domg hing to spoil

to disrupt their play time, or even worse, i pl and can to a form of

access private details about players such as 5 cyberbullying. In open servers, or even private ones among
their names, email addresses, dates of birth friends, it can be difficult to keep track of who's saying what,
and so on. It would be incredibly rare and and an innocent comment in one person' s eyes :ould be seen
unfortunate to encounter a player like this, as bullying by body else. g

but it does happen and must be taken as a things that take hours to build and harassing innocent
serious risk. players can all be commonplace if care isn't taken.

Iv CONTACT WITH STRANGERS | ADDICTIVE NATURE

Most players aged 7 and over will be able to play the game - @ Minecraft can be an incredibly exciting game but
comfortably and, whilst creating an account does ask you 1 X it can also be very addictive. Too much time on
to input your date of birth for confirmation, there’s no way { the game could impact on your child’s behaviour,
to check if the information is correct nor to check 4 ing themto b ble or angry when
someone’s real identity. This could mean that children > being asked to stop playing. This might suggest
younger than 7 could access the game. However, what is i it might be time to enforce some time away from
more concerning is that adults pretending to be children 4 the game. Addictive behaviour can be

could theoretically be using false information to access S compounded at a young age and encouragmg
the game and be interacting with your child. in jeration is always
7
‘SCARY’ CHARACTERS FOR YOUNGER GAMERS
For the most part, Minecraft is not a scary game. Despite this, there are certain characters in the game that younger children in particular may find fri
and various other‘baddies’ can be commonplace in some parts of the game and young minds may find it difficult to disassociate them from real life once they switch off the game.

BLOCK STRANGERS AND | ‘ LEARN FROM YOUTUBERS / PLAY IN CREATIVE OR
UNWANTED CONTACT ; - TWITCH STREAMERS PEACEFUL MODES

of
. Mpﬁmﬂhdwoﬂds.MmIIynnnollmItsaswwhat
bers to b ) your child i and getting involved yourself can make
meaning > bout and 2 ¢ awmwwyb ynur and give youa
blocked, meaning it’s harder for m a h bond with your child and give
don’t know to potentially contact your B children ite long-term project to complete with them.

MONITOR GAME TIME CREATE A PRIVATE SERVER ~ "L LEARN TO PLAY YOURSELF

Being able to on awide va of 'l'hebat hnﬂdmmmudmg&swwﬂersham Minecraft is an incredibl me to pick up and play.
platforms caanl:ybeneﬁr.laI how":tnvrltun also dmpry.y servers do exactly what Furthermore, Itdoesmmg:n expensive console oy
make it more difficult to put the game down. duynyonthﬂh Ivyoﬁu-lnganfq,muphufuduﬁnnw for smartphones and
Play time should be monitored and it's always a their friends, free from outside tablets. anlngbes'p!ay yourself and playing alongside
good idea to talk to your child if you feel they 'IT trol who is allowed in th: your child is the way to understand the game and
are spendlngtoomuch time on the game or tmmtmdﬂlhlgsﬂnymdolnnmddnghm.cloust will Inlpwput your mind at ease in respect of what your
howing signs of addi b thing Minecraft offers to child is viewing and who they may be interacting with.

CREATE SERVER WHITELISTS ! i F E E

Usernames you know to be safe, like your child’s friends or relatives, can have their accounts whitelisted as safe. Essentially, this means that server moderators can createa communlty made up
of people they know to be friendly and children will only be playing alongside people both they and you know, reducing any risk of contact with or exp

Mark Foster has worked in the gaming industry for 5 years as a writer, editor and
presenter. He is the current gaming editor of two of the biggest gaming news sites in
the world, UNILAD Gaming and GAMINGDbible. Starting gaming from a young age
with his siblings, he has a passion for understanding how games and tech work, but
more importantly, how to make them safe and fun.
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There's a very good chance you've heard of Fortnite, but what exactly is it? And why is it so popular
amongst young people? Fortnite is an online multiplayer "battle royale" game developed by Epic Games,
and is playable on Playstation 4, Xbox One, Nintendo Switch, PC and mobiles. It gained popularity in late

2017 and has since become the biggest game in the world, thanks to its rapid and engaging gameplay.
As with most games, Fortnite itself is a highly enjoyable and safe experience, but it pays to be vigilant,
as the safety is not water tight.

What parents need fo know abouf

FORTNITE

BATTLE ROYALE

IS FORTNITE ADDICTIVE?

Fortnite is at the forefront of i ddi
dlscussions because h isso popular with young people.

ut g addiction is
up for deba!e WHO (World Health Orgamsation) have
classified gaming as a legitimate addiction, but this is not
solely a concern with Fortnite, Signs of addiction can
include irritability when not playing, Iying about the
amount of time played and a preoccupation with thoughts
of the next gaming session. Reallstlcally, it must be down that these purchases are absolutely not
to parents and carers to these and necessary, are cosmetic only and that V-Bucks
actaccordingly if they think they are developing can be earned in-game with enough play time.

BATTLE ROYALE

Battle Royale games have become very popular
over the last couple of years, and most tend to
follow a very similar setup. Taking Fortnite as an
example, 100 players drop into a map, loot
buildings for weapons and armour and attempt to
beat all the other players to be crowned victor at
the end. If you've ever seen the Hunger Games
movies, you'll have an idea of what this entails.
Each game can take up to 20 minutes (assuming
you last to the end) and can be restarted relatively
quickly once 100 free players have been found.

FREETO PLAY...ORISIT?

While Fortnite is technically free to play (in that
you can download and play it without paying)
it does come with the caveat that spending
money on things like skins and emotes
in-game is heavily pushed to players. The
currency used in-game is called 'V-Bucks’and
can be bought with real money through the
game’s online store. It’s worth

' SEASONAL UPDATES "~ CROSSPLAY IS AVAILABLE 'IS FORTNITE VIOLENT?

Every 10 weeks or so Fortnite is updated with a
new season. This essentially adds new things
like skins and emotes to the game, while also
sometimes changing up the game map in
interesting ways. These seasons are free to
everybody and don't require additional mol

to play, though battle passes for each season
can be bought with V-Bucks. A battle pass will
typically allow a player to earn experience

One of the wonderful things about Fortnite is that it
can be played cross-platform. This means that no
matter what platform a person plays on (PC,
PlayStation 4, Xbox One etc) they can play with
friends who own the game on a different platform.
To do this, an Epic Games account must first be
created online (which is free) and then linked with
your platform account. Doing this removes the
age-old boundary of not being able to play together

Fortnite has been rated by the ESRB
(Entertainment Software Ratings Board) as
teen, as it contains cartoony violence and the
weapons and acts depicted in the game are
some way removed from their real life
inspirations. Characters don’t draw blood when
shot and instead of dying, they are simply
beamed up off the map. Naturally, players
younger than the recommended age limit will

flster and gain fun in—game items by - because you don't have the same console and opens
«© i _J iscretion of parents and carers.

a host of daily chall > w: whole new world of playing online with friends.

ToP TiPS for Faren[s

GAMING WITH STRANGERS w LIMIT TIME, BUT BE FLEXIBLE

Fortnite Battle Royale is an online game, and as such,
there is a chance that young children could come into
contact with strangers who are randomly placed into
their groups in a game. It’s difficult to predict what
another person might say or do in a game, so rt sa good opposed to ‘10 more minutes’
idea for friends playing her, to be group will stop any complaints thata
purchase more items at the press of a few The only real countermeasure to mteramng with match is still ongoing. Better
buttons. It's important to set a limit on any strangers offered by Fortnite is to turn off all mic still, play with your child and
purchases (as d they are absolutely not communications, which can be done in the game’s take it in turns; that way you're
necessary to play the game) and a suggesuon settings. Using outside chat apps, like Skype or Discord helping control the time played
would be capping the spending at around £50 - while playing, is a great way to make sure you know who and can keep an eye on what

~ want to play the game and that should be at
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BUYING V-BUCKS

As mentioned, Fortnite does contain in-game
purchases and microtransactions in the form of
V-Bucks which can be bought with real money. If
you do decide to let your young one spend
money in the game, be sure to delete your card
information afterwards as it can be very easy to

A game of Fortnite can last up to
20 minutes, so be flexible when
it's time to put itaway. The
approach of ‘one more game’ as

this is the normal retail price of a game

TALKTO OTHER
PARENTS / CARERS

If you're concerned about play time or
spending money in the game, talk to
other parents and carers of your child’s
friends. If you approach as a collective, it
will be easier to know when their friends
are online and you don’t have to worry
about who they're playing with. It can
also help curb expectations on spending
money on battle passes and skins if yo
stick together.

~ Meet our expert O

you're talking to and that nobody else is listening in.

CAN DEVELOP SOME
IMPORTANT SKILLS

It’s often overlooked just how good

gaming can be for young people.
Fortnite encourages team play, quick

and complex problem solving and
communication; that’s not to mention
the lightning fast reflexes gamers can
develop. While taking breaks to do
other activities is of course important,
there are benefits to screen time which
might not be immediately obvious.

Mark Foster has worked in the gaming industry for 5 years as a writer, editor

and presenter. He is the current gaming editor of two of the biggest gaming

news sites in the world, UNILAD Gaming and GAMINGbible. Stamng gaming
how

from a young age with his siblings, he hasa p

for

games and tech work, but more Importantly, how to make them safe and fun.

they're experiencing.

PLAY THE GAME
YOURSELF

There’s no substitute for sitting down
and playing the game yourself to learn
all about it. Fortnite is available for free
on almost anything you can imagine,
even your smartphone, so there’s never
been a better time to get involved and
see what all the fuss is about. You never
know, you might even be able to impress
your children when you show them your
impressive Victory Royale tally!
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

TikTok is a video-sharing social media app available on iOS and Android which lets users
create, share, and view user created videos much in a similar manner to Facebook, Instagram

and Snapchat. It’s main draw, however, is that users can record and upload bite-sized
looping videos of themselves lip-syncing and dancing to popular music or soundbites, often
for comedic effect, which can then be further enhanced with filters, emojis and stickers.
TikTok has been designed with the young user in mind and has a very addictive appeal. At
the beginning of 2019 it skyrocketed in popularity to become the iOS store’s most

12+

If under 18, supervision
of a parent or legal
guardian required.

downloaded app with over 33 million downloads. Estimates suggest that it now has anything
between 500 million and over 1billion monthly active users worldwide.
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Assuming your child is above the age limit to
use the app, make sure you also take the time
to talk to them about what they are seeing on
the app. Have a dialogue, get them to give you
their opinion on what is appropriate and
model the correct behaviour for them. Go over
why they shouldn’t give out private
information or identifiable photos and be
positive and understanding of them. In the
long run, getting them to think critically about
what they're seeing goes a long way to
keeping them social media savvy.

Understanding and learning the app yourselfis a
great way to get to grips with TikTok. You could then
even use the app with your child and watch some
videos with them. If you are the parent of a teen, even
if it does not make you popular, keep a close eye on
what they're viewing and sharing. That said, it'sa
brilliant chance to turn it into a bonding opportunity
with your child also. You could even unleash your
inner performer and make videos with them while
(more importantly) keeping them safe online.

Mee{ our experf,

Pete Badh is a writer with over 10+ years in research
and analysis. Working within a specialist area for
West Yorkshire Police, Pete has contributed work
which has been pivotal in fully winning high
profile cases in court as well as writing as a subject
matter expert for industry handbooks.

SOURCES: www.tiktok.com
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the knock-on effect of making them go to more
and more drastic lengths to get noticed.

IN-APP PURCHASES
puon

Undoubtedly, the easiest way to safeguard your
child on TikTok is to make sure their accountis set S
to private. This means only those users your child =
approves can view, like, and follow their content.
Setting the account to private may clash with your
child’s goal of social media superstardom, but it
will keep their account secure from strangers. This
setting can be enabled under the privacy and
safety menu by pressing the ellipsis in the‘me’tab
of the app. To be extra safe, there are additional
controls available to toggle such as who can send
comments and messages, among other options.

With the proper privacy settings in place, TikTok can be a
safe space for your child to express themselves. However,
just in case something does manage to slip through,
make sure your child knows how to recognise and report
content that isn't appropriate and get them to come to
you about what they have seen. TikTok allows users to
report offenders and comments within the app. You can
also block individual users by going on their profile.

R OF)

Aside from the content, there’s also

or entertaining. In of
disable the option to buy TikTok coins but
doesn't seem to be a feature in the Android version.

In the digital wellbeing section there’s
the ability to turn on restricted mode
using a PIN. Restricted mode filters
out content that is notage
appropriate although it should be
noted that this isn’t always 100% fool
proof. When enabling restricted
mode, parents should still be vigilant
to what their child is watching and
take note that the algorithm
moderating content is not infallible.

As entertaining as TikTok is, you can help your child
moderate their time on the app by making use of
the digital wellbeing section. Under the screen time
management option, you can limit the daily
allotted time allowed on the app in increments
ranging from 40 to 120 minutes. You can also lock
this preference behind a PIN number which has to
be inputted in order to then exceed the daily time
limit. This way your child can get their daily dose of
memes without wasting away the day.

Twitter - @natonlinesafety

TikTok Family Safety Mode allows parents to link their own TikTok account to
their child’s. It's a great way to oversee your child’s digital wellbeing by
giving you direct control over their safety settings and being able to
remotely turn features on and off. This includes managing screen
time, the ability to send and receive direct messages (and with
whom) and the ability to restrict the appearance of content

that might not be age appropriate.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Disney+ is the latest big player in the TV streaming market. The global brand has released its own
subscription-based streaming service to rival that of competitors such as Netflix, Amazon Prime and
Apple TV. As the name might suggest, it’s designed to be family friendly, with content restricted to PG
and PG-13 (UK equivalent 12a). It can be streamed on pretty much any device - mobile phones, tablets,
PC’s, TVs and games consoles - and features a huge library of classic Disney titles. Below, we've
highlighted a few tips for parents to consider to ensure that their children get the most enjoyable
experience out of the service.

5 TOP TIPS FOR PARENTS \

 Create a strong username & password

On its release in the US, Canada and Netherlands in November
2019, Disney+ was dogged by allegations of being hacked.
Many users complained that their account details had been
stolen and blamed Disney+ security. To date, Disney+ has
confirmed there was no data breach from theirend. As
Disney+ doesn’t use 2-factor authentication, anybody who
G @ potentially hacks your username and password could also
access your credit card details. Therefore, it’simportant to
create a unique username and a strong password thatisn’t
used for other sites. Always use a mixture of letters (upper
~_ andlowercase), numbers and symbols and try to ensure the
ini length is 8 characters. 4

" Monitor your child's usage m ﬁ\tnable ‘Kid’s Profile’ mode
Whilst the ability to stream on almost any device ?

Although Disney+ is billed as family friendly, there is still an
capable of connecting to the internet might seem option to enable a‘kid’s profile’which removes all PG and PG-13
great atfirst, parents may also want to exercise a little bit rated content. This adds an extra level of safety if you're still
of caution. Parental controls on Disney+ are quite limited and concerned that your child may watch something that could
there are no settings to help with screen time or usage, so it can be deemed too ‘intense’for their age. Setting up a kid's
be easy for children to binge watch, particularly given the profile also switches off autoplay which means the next
amount of content available. Apple, Google and Amazon video in any series won't automatically play once one
devices all provide options to limit children’s screen time so episode has finished. It should be noted though that
parents can manage how long their child uses the app. children can easily switch b accounts th I

given there is no security required to get into profiles.

Double check for films with Sit back and enjoy!
‘outdated cultural depictions’

Above all else, Disney+ is designed to be family friendly and

The Disney+ service includes programs and movies that go
back to the 1920s and which have been left in their original
format, with their original content. Some of this programming
contains cultural insensitivities and depictions that were
included in the original show, but Disney would never include
them now. For le, cultural yping, the
representation of minority groups or character portrayals
which may be deemed racist. For this reason, viewers are made
aware through a warning message stating “This program is
presented as originally created. It may contain outdated
cultural depictions.” Whilst Disney do their best to highlight any
such content, it’s always worth discussing these issues with your
child if they raise any queries.

Meet our expert

Pete Badh is a writer with over 10+ years in research
and analysis. Working within a specialist area for
West Yorkshire Police, Pete has contributed work
which has been pi lin sfully winning high
profile cases in court as well as writing as a subject
matter expert for industry handbooks.

SOURCES: https: .di /| https://ww bl
https://www.theguardian.com/film/2019/nov/14/disney-attaches-warning
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there is very little, if any, adult-themed content available for
children to stumble across. The library of films and programmes
can range from all-time classics to the latest Hollywood
blockbuster and it can be a great avenue for parents and
children to sit down together, ready the popcorn and enjoy
some great family friendly entertainment.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they

feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonl

esafety.com for further guides, hints and tips for adults.

What parents need to know about

Launched in 1997, Netflix is now one of the world’s leading online streaming services, providing users with unlimited access to a huge
selection of TV shows and films. It's available on any internet-connected device that supports the Netflix app, from smart TVs and games
consoles to tablets and smartphones, and is becoming increasingly popular with a younger audience. This is unsurprising given
consumer attitudes are changing more towards video-on-demand (VoD) services. That’s why we’ve created this guide to help parents

Inappropriate content

Netflix hosts and produces content for all ages. It has a wide
variety of films and TV programmes for young children,
teens and adults and its extensive catalogue can provide
hours of entertainment. Children can search for almost
anything but if they share the same account as an adult, it

can also open them up to viewing material

that is adult themed or inappropriate. Netflix
S

doesn't check who's watching so children

could access films or tv shows that contain
violence, nudity or foul language.

L T77] -
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and carers understand exactly what Netflix is about.

Risk of hacking —\

With millions of users in over 190 countries, Netflix is

often targeted by hackers and phishing scams which

try toillicit usernames and passwords to gain access

to accounts. If successful, hackers can steal payment
details or try to sell your data on the dark web, providing
others with the opportunity to profit. Given Netflix doesn't
provide 2-factor authentication, its important to ensure
your login details remain secure.

. .
Binge-watching

With the ability to access Netflix on almost any

device, it can be easy to fall into ‘binge-watching’ TV

series, with users finding it difficult to turn it off

without knowing what happens next. The autoplay function
also means that the next episode usually plays within seconds
of the last ending and the Netflix algorithms mean that
recommended programmes are very often similar to those
you've just watched. This can easily lead to spending hours in
front of the TV through the day or staying up through the night,
potentially affecting sleep, mood and the ability to concentrate
the next day.

Netflix party

Netflix Party is a free extension on Google Chrome that gives

users the ability to watch a film or TV show online

simultaneously with friends or family in different locations. It

also provides the ability to chat to each other during the stream.

Users can create a party and send a link to people they want to invite
however the link can be copied and distributed further, meaning children
could potentially be open to a group chat with people they don’'t know. It
should be noted that Netflix Party isn‘t an official Netflix product and needs
to be downloaded separately to the app.

Screen addiction

In addition to binge-watching, the fact that Netflix is available on
almost any device with an internet connection means that parents
may find it difficult to prize children away from a screen. With a
huge collection of children’s TV programmes and the latest film
titles, children could start watching on the TV, continue on the
tablet and finish on their games console. Increased screen time
means that they may spend less time learning, playing outside, find
it difficult to sleep or communicate less with family and friends.
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Safety tips for parents & carers

Have an open & =

honest conversation

Parents can review the TV shows and films that have
been watched on each profile under their account. If
your child seems upset or shocked by something they
have seen or if you are concerned about anything
they've viewed, try to talk to them about it and have an
open and honest conversation to help understand any
concerns.

Set maturity ratings &
block content

If your child is a little older, parents can create a
separate profile to their own and set a maturity rating
that means children will see only TV shows and movies
that fit that rating. The three categories of rating for
the UK are kids (all, U, PG), teens (12, Guidance, Teen)
and adult (15, 18, mature, adult). You can also block
specific TV shows and movies from individual profiles
which means they don't show up in the browse or
search results.

Create a Netflix Kids
experience profile

One of the biggest advantages of Netflix is the ability
to control what content your children can watch.
Setting up a Netflix Kids experience profile means
that children only have access to TV shows and
movies which have been carefully selected for
kids. The look and feel of the app is simpler and
children can't access any account settings.

kids

Switch off autoplay (E Set screen time limits

Netflix has two autoplay features that can be switched on
and off across different accounts and takes effect across all
devices. Parents can disable the ability for consecutive
episodes to play automatically and for previews to play
when browsing. Both can help to limit the amount of time
children spend on the app.

Lock your profile

It’s important to keep your own account secure so that
children can't freely switch between profiles and
potentially access more adult-themed content or
change access levels. Parents can set-up a Profile Lock
PIN which means only they can access their own
Netflix account.

Although switching off autoplay will help to stem
programmes playing continuously, children can just as
easily choose to play the next episode themselves. Whilst
Netflix has no options to help limit viewing time, many
devices now allow parents to set screen time restrictions,
50 you can switch off the app automatically when you
think they’ve had enough.

Create a strong password &

always log out.

Given that Netflix doesn’t use 2-factor authentication,
the need for a unique username and strong password
is even more important. Try to use a different password
to ones you've used before and use a mixture of
numbers, letters (uppercase and lowercase) and
symbols, with a minimum of 8 characters. Always log
out when not using your account so that if your device
is lost or stolen, your account remains inaccessible.

Meet our expert

Pete Badh is a writer with over 10+ years in research
and analysis. Working within a specialist area for

lest Yorkshire Police, Pete has buted work
which has been pivotal in successfully winning high
profile cases in court as well as writing as a subject
matter expert for industry handbooks.
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O At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Facebook is an online social media platform that has over 2 billion users across the globe. It was initially
for university students but soon expanded out and since 2006, anyone over the age of 13 is able to join
the platform. It is available on all devices from your desktop and laptop computer to smartphones and
tablets. Users can add photos and videos, update their status, interact with others and catch up with the
latest news. Despite requiring users to be over 13, there are no age verification measures and children
can easily create an account. It’s therefore important that parents familiarise themselves with the main
features of the platform to ensure their young ones remain safe if and when they use it.

What parents need to know about

' FACEBOOK "
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Facebook can be hugely addictive as it offers a p
high and a quick reward cycle which comes from the likes
and comments on shared posts. Communication is so instant
now that teenagers are always checking, and it can
sometimes feel like self-worth. This keeps children going
back, encouraging them to post things and also increases
the Fear Of Missing Out (FOMO) that is commonplace today.
On theﬂlp slde. because ofthe way teenagers interact these
they can

days andF.
seem addk(ed even when they're not.

Around a quarter of children have experienced online
abuse, according to Ofcoms 2019 ‘Online Nation’
report. Figures show that 23% have been cyberbullied,
39% subjected to abusive language and a fifth have
been trolled. On Facebook, teenagers can receive
communication in a number of ways, from private

inM ger to public on
profiles, pages and posts to pages or groups set up just
to torment a victim. Exclusion from pages or groups to
cause the victim to feel left out has also been seen.

Regardless of age, anything that’s posted on
Facebook, or other social media platforms,
develops a personal brand and leaves a digital
footprint that is there forever. It can be
difficult to explain the consequences| but many

(and employ look at
before making a decision on accepting people. €
It is therefore wise to always think twice
before posting anything online you wouldn’t
want people to hear or see offline.

((?) STRANGERS/FAKE PROFILES

(o OVERSHARING

(@ INAPPROPRIATE ADS
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Generally, people are who they
say they are online. That said,
much like the real world,

book isn‘t free of mall
users and children have
received friend requests from
people they don't know,
including individuals who may
look to take advantage of young

People you may know

and impressionable children.

&

Facebook encourages you to share
“what’s on your mind” but children
need to be aware of what they're
revealing about themselves online.
Facebook allows users to share their
location, create live videos and
much more. Some photos can be
traced using file data, too, so it’s
important to keep a tight group and
share only with people you know.

While Facebook is getting
ever stricter on the content of
ads and who they are
targeted to, there is still the
chance that children could be
subject to ads during their
experience on the platform.
This could be innocuous but is
worth bearing in mind when

Hide ad

never see this ad again

(Y] Report ad

Tell us about a problem

(i) Why this ad?

using the app.
N

\/ More options

LIVE STREAMING

Facebook Live provides users with the ability to stream video
live-time to their friends and followers or watch other people’s
broadcasts live. During the video, people can react and comment
and it’s difficult to moderate the content given everything
happens in real-time. This could mean your child is exposed to
inappropriate material or worse still, could be cajoled into doing
something online by others which they wouldn’t normally do.

(Q PRIVATE MESSAGING & ~

LIVE

°® 42 people watching

Facebook Messenger is closely linked to your
Facebook profile and provides the ability to share
private messages away from friends and family. It is
therefore important that parents ask their children
who they are communicating with and ensure that
the only people they are exchanging messages with
are people that they also know in real life.
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appropriate manner and
to reduce the risk of 2

encountering harmful content.
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Alex Wright is a former Facebook employee and social
media expert with over 15 years’ experience working
in digital media. He has worked with some of the
biggest organisations in the world and has a wealth of
knowledge in understanding how social media
platforms work and how they engage their audience.
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At National Online Safety we believe in empowering parents, carers & trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints & tips for adults.

= B3 Youlube

&

Youlubeis an online platform - owned
by Google - where anyone can upload &
watch video content. All different types of
information, advice & entertainment are
uploaded & billions of people tunein to
watch, rate & comment oniit. As a parent,
it's important you understand exactly what
contentyour children might be seeing.

©Wwhat parenfs need to know about.

-YOUTUBE

INAPPROPRIATE CONTENT USERS CAN PRIVATELY
EASY TO ACCESS CONTACT YOUR CHILD

Any child with a Gmail account can sign into When your child is signed-in to YouTube
YouTube & access videos. Some content is with their Gmail account, there are
flagged ‘age-restricted’, but the platform various ways they can send & receive
relies on self-verification, meaning kids can messages. This could be via the

get around the rules with a fake date of birth. messages icon, or via the ‘About’ tab.
This could enable access to vulgar, violent & There is scope here for users who your
dangerous videos. child does not know to make contact.

YOUTUBE SUGGESTS ‘CHALLENGE VIDEOS’
RELATED CONTENT CAN GO TOO FAR

YouTube will often ‘auto play’ Challenge videos refer to a stunt you're
videos based on your child’s viewing encouraged to recreate & film. Many
habits. The aim is to show related & challenge videos can be harmless & for
appropriate content. But the problem a good cause, like the Ice Bucket

is: it’s possible your child will be Challenge. But some are dangerous &
exposed to inappropriate content even life threatening, such as the Bird
thatisn’t accurately related. Box Challenge.

SHARING VIDEOS RISKS
YOUR CHILD’S PRIVACY

If your child has a Google account, they
can upload their own videos. To do this,
they must create a personal profile page
known as a ‘YouTube Channel’. The videos
uploaded here can be viewed, commented
on & shared by anyone. This could put your
child’s privacy at risk.

National | Meetour exper

Pete Badh is a writer with over 10+

O n I i n e years in resear(h and analysis. Working

® within a specialist area for West
S qfety Yorkshire Police, Pete has contributed
work which has been pivotal in
successfully winning high profile cases

HwakEUPWEdnesday in court as well as writing as a subject

matter expert for industry handbooks.

APPLY ‘RESTRICTED MODE’

Restricted mode helps to hide any mature or unpleasant videos
from your children. It uses YouTube’s own automated system &
looks at what other users flag as inappropriate content. It must
be enabled in the settings menu on each individual device.

CHANGE WHO CAN SEE VIDEOS

You can change who can view your child’s content in the

settings. Options include Public (available to all), Private

(only available to people you share it with & cannot be

shared) or Unlisted (available to people you share it with

& can be shared further). ' '

BLOCK CONCERNING USERS

To help protect your child from cyber-bullies, harassment or
persistent offensive comments, you can ‘block’ individual
users. Doing so hides your child’s videos from the user &
stops the user being able contact your child in any way.

CUSTOMISE THEIR EXPERIENCE

Influence & control what your child watches using features
such as Playlists (your videos play continuously rather than
videos YouTube recommends) & Subscriptions (you choose
channels your child can watch). It's also good to turn off auto
play by toggling the blue button alongside the ‘Up Next'’ title
when viewing a video.

CREATE A ‘FAMILY’
GOOGLEACCOUNT

Create a Google account to be used by

the whole family. This will allow you to

monitor exactly what your child is watching, m
uploading & sharing. Plus, your child’s

YouTube page will display their recently

watched videos, searches, recommended

videos & suggested channels. -~

GET YOUR OWN ACCOUNT

Create your own account so you can explore features yourself.
Learn how to flag inappropriate videos, how to moderate
comments & how to block users. This will help you feel more

confident when pi g advice & guid to your children.

BE MINDFUL OF
CYBERBULLYING

Once your child has posted a video, a

worldwide audience can see it. Strangers

may choose to comment on the video, both

positively & negatively. So, be careful to check
comments & any other interactions your child i
is making through the platform.

GET TO KNOW POPULAR
CHANNELS

It’s good to know which channels are most popular with your
children. Some of the most popular channels right now are:
PewDiePie, NigaHiga, Zoella, KSI, JennaMarbles, Markiplier,
Smosh, ThatcherJoe & Casper Lee.

DON'T ASSUME YOUR
CHILD ISTOO YOUNG

YouTube and YouTube Kids are quickly becoming
the chosen viewing platforms for children
between the ages of 3-15 & it’s likely this trend
will only increase. It’s also possible children will
become familiar with the platform at a younger &
younger age. So it’s important to understand the
positives & negatives of the platform.

SOURCES: https://support.google.com/accounts/answer/1350409, https://support.google.com/youtube/answer/6401182, https:/support.google.com/youtube/answer/28022727hl=en-GB, https://support.google.com/youtube/answer/ 7354993?hi=en-GB,
https://wwwiyoutube.com/intl/en-GB/yt/about/policies/#community-guidelines, https://www.ofcom.org.uk/_ data/assets/pdf_file/0024/134907/Children-and-Parents-Media-Use-and-Attitudes-2018.pd, https://www.raisingdigitalnatives.com/youtube-parenting/, https://www.net-aware.org.uk/networks/youtube/,

https://www theguardian.com/technology/2019/jan/ 16/youtube-bans-dangerous-pranks-after-bird-box-challenge
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